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SECURENET TERMS AND CONDITIONS FOR MERCHANT AGREEMENT 

1. Merchant’s Acceptance of Cards. 

1.1 Exclusivity. 

You will tender to us Sales Data generated from all your Card transactions via electronic data transmission according to our formats and procedures. 
You will not use the services of any bank, corporation, entity or person other than SecureNet for authorization of Visa or MasterCard transactions or for 
processing MasterCard and Visa transactions throughout the term of this Agreement. 

1.2 Certain Card Acceptance Policies. 

Each sale you make involving a Card must be evidenced by a single Sales Data record completed with the sale date and the sale amount, and other 
information as required by the Associations or by us. You are not allowed to impose any surcharge (except with respect to any debit Card transactions 
for which the applicable debit network specifically permits such charges) or finance charge on the Card transaction or otherwise require the Cardholder 
to pay the fees payable by you under this Agreement. You are not allowed to set a dollar amount above or below which you refuse to honor otherwise 
valid Cards. With respect to any transaction for which a Card is not physically presented, such as in any on-line, mail, telephone or pre-authorized 
transaction, you must (i) have notified us on your application or otherwise in writing of your intention to conduct such transactions and we have agreed 
to accept them, and (ii) have reasonable procedures in place to ensure that each Card sale is made to a purchaser who actually is the Cardholder or the 
authorized user of the Card. Notwithstanding the foregoing, you acknowledge that under the Association Rules, you cannot rebut a Chargeback where 
the Cardholder disputes making the purchase without an electronic record (swipe) or physical imprint of the Card. 

1.3 Operating Guide; Association Rules. 

SecureNet may, in its reasonable discretion, modify, amend and/or update the Terms and Conditions for Merchant Agreement, the Operating Guides 
and/or the Operating Procedures, from time to time, by posting such modifications, amendments or updates on SecureNet’s website at http://www.
securenet.com/document.html.  References herein to the Terms and Conditions for Merchant Agreement, the Operating Guides or the Operating 
Procedures shall mean the most updated version of such agreements, policies and procedures as the same are then posted on SecureNet’s web site.

1.4 Requirements for Sales Data. 

As to each Sales Data you tender to us for processing, you represent and warrant that: (1) The Sales Data represents payment or refund of payment, 
for the bona fide sale or lease of the goods, services or both, which you have provided in the ordinary course of your business, and the Sales Data is 
not submitted on behalf of a third party. (2) The Sales Data does not involve any element of credit for any purpose other than payment for a current 
transaction (including payment of a previously-dishonored check) and, except in the case of approved installment or pre-payment plans, the goods 
have been shipped or services actually rendered to the Cardholder. (3) The Sales Data is free from any alteration not authorized by the Cardholder. 
(4) Neither you nor your employee has advanced any cash to the Cardholder or to yourself or to any of your representatives, agents or employees in 
connection with the Card transaction, nor have you accepted payment for effecting credits to a Cardholder’s account. (5) To the best of your knowledge, 
the goods described in each Sales Data are your sole property and you are free to sell them. (6) You have made no representations or agreements for 
the issuance of refunds except as it states in your return/cancellation policy, which has been previously submitted to us in writing as provided in Section 
3. (7) You have no knowledge or notice of information that would lead you to believe that the enforceability or collectibility of the subject Sales Data is in 
any manner impaired, and the transaction is in compliance with all applicable laws, ordinances and regulations; and you have originated the Sales Data 
in compliance with this Agreement and the Association Rules. (8) For a Card sale where the Cardholder pays in installments or on a deferred payment 
plan, a Sales Data record has been prepared separately for each installment transaction or deferred payment on the date(s) the Cardholder agreed to 
be charged. All installments and deferred payments, whether or not they have been submitted to us for processing, shall be deemed to be a part of the 
original Card sale. 

2. Authorizations. 

2.1 Obtaining Authorizations. 

You are required to obtain authorization/approval codes for all Card transactions by contacting the center designated by SecureNet. You acknowledge 
that authorization/approval code of a Card transaction indicates only that credit is available for the Card transaction at the time the authorization is given, 
and it does not constitute a representation from us or from the Cardholder’s issuing bank that a particular Card transaction is in fact a valid or undisputed 
transaction entered into by the actual Cardholder or an authorized user of the Card. 

2.2 Lack of Authorization. 

We reserve the right to refuse to process any Sales Data presented by you (i) unless a proper authorization/approval code is recorded, (ii) if we deter-
mine that the Sales Data is or will become uncollectible from the Cardholder to which the transaction would otherwise be charged, or (iii) if we determine 
that the Sales Data was prepared in violation of any provision of this Agreement. 

3. Refunds and Adjustments. 

3.1 Disclosure of Refund Policy. 

You are required to maintain a fair policy with regard to the return/cancellation of merchandise or services and adjustment of Card sales. You are 
required to disclose to us on your application your return/cancellation policy. Your return/cancellation policy must be disclosed to your customers. 

3.2 Changes to Policy. 

Any change in your return/cancellation policy must be submitted in writing to us not less than 14 days prior to any change. We reserve the right to refuse 
to process any Sales Data made subject to a revised return/cancellation of which we have not been notified in advance. 
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3.3 Procedure for Refunds/Adjustments. 

If you allow a price adjustment, return of merchandise or cancellation of services in connection with a Card sale, you will prepare and deliver to us Sales 
Data reflecting such refund or adjustment within three days of receiving the customer’s request for such refund/adjustment. The amount of the refund/
adjustment cannot exceed the amount shown as the total on the original Sales Data except by the exact amount required to reimburse the Cardholder 
for postage that the Cardholder paid to return merchandise. You are not allowed to accept cash or any other payment or consideration from a customer 
in return for preparing a refund to be deposited to the Cardholder’s account nor to give cash refunds to a Cardholder in connection with a Card sale, 
unless required by law. 

4. Settlement. 

4.1 Submission of Sales Data. In order to receive the most favorable interchange rate, you are required to transmit your Sales Data to us on the next 
business day immediately following the day that such Sales Data is originated. For debit Card transactions that are credits to a Cardholder’s account, 
you agree to transmit such transaction to us within 24 hours of receiving the authorization for such transaction. You will be solely responsible for all 
communication expenses required to accomplish the transmission of Sales Data. 

4.2 Merchant’s Bank Account. In order to receive funds from SecureNet, you must maintain a bank account at a bank that is a member of the Automated 
Clearing House (“ACH”) system and the Federal Reserve wire system. You agree not to close your designated bank account without giving us at least 
five (5) days’ prior written notice and substituting another bank account. You are solely liable for all fees and costs associated with your bank account 
and for all overdrafts. You authorize SecureNet to initiate electronic credit and debit entries and adjustments to your bank account at any time without 
respect to the source of any monies in the bank account. This authority will remain in full force and effect until we notify your bank that all monies due 
from you under this Agreement have been paid in full. We will not be liable for any delays in receipt of funds or errors in bank account entries caused by 
third parties, including but not limited to delays or errors by the Associations or your bank. 

4.3 Travel and Entertainment Cards. 

You cannot submit any T&E Card transaction for processing by SecureNet unless you have in effect a valid agreement with the respective T&E Card 
company. For the T&E Card transactions designated on Schedule A, upon transmission of such Sales Data by you, we will forward the Sales Data to the 
appropriate T&E Card company. Except to the extent that we may provide funds settlement services for JCB or Diners Club/Carte Blanche transactions, 
payment of the proceeds due you will be governed by whatever agreement you have with that T&E Card company, and we do not bear any responsibility 
for their performance. If your agreement with a T&E Card company requires the T&E Card company’s consent for us to perform the services contem-
plated by our Agreement, you are responsible for obtaining that consent. 

4.4 Transfer of Settlement Funds. 

For all other Card transactions, we will process your Sales Data to facilitate the funds transfer between the various Associations and you for Card sales. 
After we receive credit for such Sales Data, we will provide provisional credit to your bank account for the proceeds. The proceeds payable to you 
shall be equal to the amounts received by us in respect of your Sales Data minus the sum of the following: all fees, charges and discounts set forth in 
Schedule A, all adjustments and Chargebacks, all equipment charges (if any), all Cardholder refunds and adjustments, all Reserve Account amounts, 
and any fees, charges, fines, assessments, penalties, or other liabilities that may be imposed from time to time by the Associations, all of which amounts 
are due and payable at the time the related services are rendered to you or the related Chargebacks or other fees or adjustments are received from 
the Associations. Alternatively, at our option, we may debit your bank account for such amounts when they become due and payable and increase the 
proceeds payable to you accordingly. 

4.5 Negative Amounts. 

To the extent Sales Data does not represent sufficient credits or the bank account does not have a sufficient balance to pay amounts due under this 
Agreement, we may pursue one or more of the following options: (i) demand and receive immediate payment for such amounts; (ii) debit your bank 
account for the amount of the negative balance; (iii) withhold your settlement payments until all amounts are paid; (iv) delay presentation of your refunds 
until you make a payment to us of a sufficient amount to cover the negative balance; (v) collect any amount due or which may become due to us from 
any of your bank accounts without notice to you and (vi) pursue any remedies we may have at law or in equity. Furthermore, if the amount represented 
by your Sales Data in any day is negative due to refunds/customer credits being submitted by you in excess of your sales, you are required to provide 
us with sufficient funds prior to the submission of the Sales Data so as to prevent the occurrence of a negative balance. 

4.6 Delinquency/Merchant Fraud. 

At any time and from time to time we may temporarily suspend or delay payments to you and/or designate an amount of funds that we must maintain 
in order to protect us against the risk of existing, potential or anticipated Chargebacks and to satisfy your other obligations under this Agreement (the 
“Reserve Account”), which may be funded in the same manner as provided for negative balances in Section 4.5. The Reserve Account will contain suf-
ficient funds to cover any unbilled processing costs plus our estimated exposure based on reasonable criteria for Chargebacks, returns and unshipped 
merchandise and/or unfulfilled services. We may (but are not required to) apply funds in the Reserve Account toward, and may set off any funds that 
would otherwise be payable to the Merchant against, the satisfaction of any amounts which are or become due from Merchant pursuant to this Agree-
ment. The Reserve Account will not bear interest, and you will have no right or interest in the funds in the Reserve Account. Any funds in the Reserve 
Account may be commingled with other funds, and need not be maintained in a separate account. Effective upon our establishment of a Reserve 
Account, you irrevocably grant to us a security interest in any and all funds, together with the proceeds thereof, that may at any time be in our possession 
and would otherwise be payable to you pursuant to the terms of this Agreement. You agree to execute and deliver to us such instruments and documents 
that we may reasonably request to perfect and confirm the security interest and right of setoff set forth in this Agreement. Merchant’s obligations and 
SecureNet’s rights under this Section 4.6 survive termination of this Agreement. 

5. Accounting. 

We will supply a detailed statement reflecting the activity for your Merchant account(s) by on-line access (or otherwise if we agree). We will not be 
responsible for any error that you do not bring to our attention within 45 days from date of such statement. 
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6. Retrieval Requests. 

6.1 Records. 

You are required by the Associations to store original documentation of each transaction for at least six months from the date of the respective transac-
tion, and to retain copies of all such data for at least 18 months from the date of the respective transaction. You are not allowed to charge a fee for the 
creation or storage of such copies. We may, at our discretion, require you to deliver copies of Sales Data to us rather than storing it. 

6.2 Response to Retrieval Requests. 

We will send you any Retrieval Request that we cannot satisfy with the information we have on file concerning any Card sale. In response, you must 
provide us in writing by certified or overnight mail or by confirmed fax (or by other means as agreed by SecureNet) the resolution of your investigation 
of such Retrieval Request and include legible copies of any documentation required by the Retrieval Request within seven business days after we send 
it to you (or such shorter time as the Association Rules may require and of which we notify you). You acknowledge that your failure to fulfill a Retrieval 
Request in accordance with Association Rules may result in an irreversible Chargeback. 

7. Chargebacks. 

7.1 Chargeback Reasons. 

You may receive a Chargeback from a Cardholder or Card issuer for a number of reasons under the Association Rules. The following are some of the 
most common reasons for Chargebacks: (1) Your failure to issue a refund to a Cardholder upon the return or non-delivery of goods or services. (2) 
An authorization/approval code was required and not obtained. (3) The Sales Data is prepared incorrectly or fraudulently. (4) We did not receive your 
response to a Retrieval Request within seven business days or any shorter time period required by the Association Rules. (5) The Cardholder disputes 
the Card sale or the signature on the sale documentation, or claims that the sale is subject to a set-off, defense or counterclaim. (6) The Cardholder 
refuses to make payment for a Card sale because in the Cardholder’s good faith opinion, a claim or complaint has not been resolved, or has been 
resolved by you but in an unsatisfactory manner. (7) The Card was not actually presented at the time of the sale or you failed to obtain an electronic 
record or a physical imprint of the Card, and the Cardholder denies making the purchase. The Merchant acknowledges that, under these circumstances, 
the fact that an authorization/approval code was obtained does not mean that a particular Card transaction is in fact a valid or undisputed transaction 
entered into by the actual Cardholder or an authorized user of the Card. 

7.2 Excessive Chargebacks. 

If we determine that you are receiving an excessive amount of Chargebacks, in addition to our other remedies under this Agreement we may take the 
following actions: (1) review your internal procedures relating to acceptance of Cards and notify you of new procedures you should adopt in order to 
avoid future Chargebacks; (2) notify you of a new rate we will charge you to process your Chargebacks; (3) collect from you (pursuant to Section 4.6) an 
amount reasonably determined by us to be sufficient to cover anticipated Chargebacks and related fees and fines; or (4) terminate the Agreement with 
written notice of termination. You also agree to pay any and all Association fees and fines assessed against you or against SecureNet relating to your 
violation of the Agreement, the Operating Guide or the Association Rules with respect to your transactions or with respect to excessive Chargebacks 
under this Section. 

7.3 Claims of Cardholder Customers. 

You have full liability if any Sales Data for which we have given your bank account provisional credit is the subject of a Chargeback. Subsequently, you 
are allowed to resubmit applicable Sales Data for a second presentation, but only in accordance with Association Rules. To the extent that we have paid 
or may be called upon to pay a Chargeback or refund/adjustment for or on the account of a Cardholder and you do not reimburse us as provided in this 
Agreement, then for the purpose of our obtaining reimbursement of such sums paid or anticipated to be paid, we have all of the rights and remedies of 
such Cardholder under applicable federal, state or local law and you authorize us to assert any and all such claims in our own name for and on behalf 
of any such Cardholder customer individually or all such Cardholder customers as a class. 

8. Advertising. 

Wherever you accept Cards, you will inform the public of the Cards that you honor. However, you may not indicate that any of the Associations endorses 
your goods or services. 

9. Fees. 

9.1 Schedule A. 

You agree to pay us for our services as set forth in Schedule A in accordance with this Agreement. Unless otherwise expressly stated in Schedule A, 
such pricing is based on all transactions qualifying under the Association Rules for the lowest Association interchange rates. For Sales Data that does 
not qualify, Association interchange fees provide for a “down-grade,” and we will apply a higher rate for the non-qualifying transactions than the qualifying 
rate shown on Schedule A. 

9.2 Price Changes. 

We may modify the pricing on Schedule A with thirty days’ prior written or electronic notice. In addition, by giving notice to you we may change our fees, 
charges and discounts resulting from (i) changes in Association fees (such as interchange, assessments and other charges) or (ii) changes in pricing 
by any third party provider of a product or service used by you. Such new prices will be applicable to you as of the effective date established by the 
Association or third party provider, or as of any later date specified in our notice to you. 
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10. Termination. 

10.1 Term. 

The original term of this Agreement shall commence with our acceptance hereof (as evidenced by the execution of the Agreement by us), and shall 
continue until either (i) terminated by you subject to and in accordance with Section 10.2 below by giving at least thirty days’ prior written notice to us, 
or (ii) terminated by us by giving at least thirty days’ prior written notice to you. Also, we may terminate the Agreement at any time pursuant to Section 
10.2 below. This agreement automatically renews for an Additional Term at the same length of time and terms of the original Agreement, or then current 
Agreement, unless a Termination of Account letter is provided at least thirty days before the end of the original Agreement. 

10.2 Termination for Cause. 

If our services provided under this Agreement fail to conform to generally accepted standards for such services in the Card processing industry then 
your sole remedy for such failure shall be that: upon notice from you specifying the failure of performance, we will rectify such failure of performance. If 
we do not rectify our failure of performance within thirty days after receipt of notification, then you may terminate this Agreement upon thirty days’ written 
notice to us. If you terminate the Agreement within the seventy-two (72) months following the date of Company’s execution of this Agreement, you agree 
to pay de-conversion fees of one thousand dollars ($1,000.00) for each Merchant location or the highest months gross billing of Interchange, Dues, 
Assessments, Fees, Discount Rate and other monthly fees such as Service and Support Fees multiplied by the number of months remaining on this 
agreement; whichever is greater, pursuant to this Agreement. Such amount will be funded, to the extent possible, according to the same methods for 
collecting amounts due under Section 4.5 of this Agreement. We may terminate this Agreement at any time upon written notice to you as a result of any 
of the following events: (i) any noncompliance with this Agreement, the Association Rules or the Operating Procedures, (ii) any voluntary or involuntary 
bankruptcy or insolvency proceeding involving Merchant, (iii) SecureNet deems Merchant to be financially insecure, or (iv) Merchant or any person 
owning or controlling Merchant’s business is or becomes listed in the MATCH file (Member Alert to Control High-Risk Merchants) maintained by Visa and 
MasterCard or any Association notifies us that it is no longer willing to accept your Sales Data. We may terminate you at any time upon written notice to 
you and charge you the foregoing de-conversion fees as a result of any of the following events: (i) you never transmit Sales Data to us once a merchant 
account number is issued to you, or (ii) you do not transmit Sales Data to us for a period of more than 30 consecutive days. 

10.3 Account Activity After Termination. 

Termination does not affect either party’s respective rights and obligations under this Agreement as to Sales Data submitted before termination. If you 
submit Sales Data to us after the date of termination for which you have given us notice, we may, at our discretion, process such Sales Data in accor-
dance with the terms of this Agreement. Upon notice of any termination of this Agreement, we may notify you of the estimated aggregate dollar amount 
of Chargebacks and other obligations and liabilities that we reasonably anticipate subsequent to termination, and you agree to immediately deposit 
such amount, or we may withhold such amounts from your credits, in order to establish a Reserve Account pursuant to and governed by the terms and 
conditions of Section 4.6. 

11. Indemnity. 

You agree to indemnify SecureNet, the Associations, and each of their affiliates, officers, directors, employees, and agents from any losses, liabili-
ties, and damages of any and every kind (including, without limitation, our costs, expenses and reasonable attorneys’ fees) arising out of any claim, 
complaint, or Chargeback (i) made or claimed by a Cardholder with respect to any Sales Data submitted by you or (ii) caused by your noncompliance 
with this Agreement or the Association Rules, including any breach of a representation or warranty made by you, or (iii) any voluntary or involuntary 
bankruptcy or insolvency proceeding by or against you. The indemnification provided for in this Section does not apply to any claim or complaint to the 
extent it is caused by SecureNet’s own negligence or willful misconduct. The indemnity provided under this Section 11 shall survive the termination of 
this Agreement. 

12. No Disclosure of Cardholder Information. 

You agree to exercise reasonable care to prevent disclosure of any Card or Cardholder information (including, without limitation, any Cardholder’s name, 
account number, or any information about any transaction) (collectively, the “Cardholder Information”), other than to your agents and contractors for the 
purpose of assisting you in completing a Card transaction, or to the applicable Association, or as specifically required by law. You agree not to use any 
account information or other Cardholder Information other than for the sole purpose of completing the transaction authorized by the customer for which 
the information was provided to you, or as specifically allowed by Association Rules or required by law. Merchant agrees to comply with all security 
standards and guidelines that may be published from time to time by Visa, MasterCard or any other Association, including, without limitation, the Visa 
U.S.A. Cardholder Information Security Program (described in more detail in the Operating Guide). You understand that failure to comply with the CISP 
requirements and other Security Guidelines may result in fines by Visa, and you agree to indemnify and reimburse us immediately for any fine imposed 
due to your breach of this Section. Merchant agrees to allow SecureNet or any Association to inspect Merchant’s premises and computers, and the 
premises and computers of any company the Merchant has contracted with, for the purposes of verifying that Cardholder Information is securely stored 
and processed, and is not used for any purpose other than processing the transactions to which it relates. Merchant hereby indemnifies SecureNet and 
its assigns and successors for any liability, claims, obligations, damages, costs, fees (including, without limitation, attorneys’ fees) or expenses incurred 
as a result of or in connection with Merchant’s failure to follow the Security Guidelines, Merchant’s failure (whether negligent or otherwise) to maintain 
the security or confidentiality of Cardholder Information, or Merchant’s misuse of any such information. If at any time either party determines that Card 
account number information has been compromised, such party will notify the other party immediately and assist in providing notification to the proper 
parties as we deem necessary. Merchant information may be shared by us with our affiliates subject to the provisions of this Agreement and Association 
Rules. 

13. Information About Merchant’s Business. 

13.1 Additional Financial Information. 

Each of Merchant and the undersigned Guarantors agrees to furnish to us upon five (5) days’ notice such financial statements and information concern-
ing such Guarantors and Merchant or its parent, subsidiary and affiliated entities as we may from time to time request. 
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13.2 Other Information. 

With prior notice and during your normal business hours, our duly authorized representatives may visit your business premises and may examine only 
that part of your books and records that pertain to your Sales Data and Card sales. You agree to provide us at least thirty days’ prior written notice of your 
intent to change your product line or services, or your trade name, or the manner in which you accept Cards. If we determine such a change is material 
to our relationship with you, we may refuse to process Sales Data made pursuant to the change. You agree to provide us with prompt written notice if 
you are the subject of any voluntary or involuntary bankruptcy or insolvency petition or proceeding. 

14. Disclaimer; Limitation of Damages. 

Subject to Section 5, we will, at our own expense, correct any data in which (and to the extent that) errors have been caused by us, or by malfunctions 
of our Intellectual Property or machines. Under no circumstances will SecureNet’s financial responsibility for SecureNet’s failure of performance under 
this Agreement exceed the total fees paid to us under this Agreement (net of Association interchange, assessments and fines) for the six months prior 
to the time the liability arose. EXCEPT AS OTHERWISE PROVIDED FOR IN THIS AGREEMENT, IN NO EVENT WILL EITHER PARTY, ITS RE-
SPECTIVE EMPLOYEES OR AFFILIATES, BE LIABLE FOR SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES. WHILE BOTH 
PARTIES ACKNOWLEDGE THAT THIS IS AN AGREEMENT FOR SERVICES TO WHICH THE UNIFORM COMMERCIAL CODE DOES NOT APPLY, 
SECURENET HEREBY DISCLAIMS ANY AND ALL WARRANTIES WITH RESPECT TO THE SERVICES, PRODUCTS AND EQUIPMENT PROVIDED 
HEREUNDER, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF MER-
CHANTABILITY OR FITNESS FOR USE FOR A PARTICULAR PURPOSE. 

15. Intellectual Property. 

15.1 License. 

We retain all ownership and copyright interest in and to any and all Intellectual Property, computer programs, related documentation, technology, know 
how and processes developed by us and provided in connection with this Agreement (collectively, the “Intellectual Property”), and we grant you a non-
exclusive license to use the Intellectual Property for the limited purpose of performing under this Agreement. Unless otherwise provided in a separate 
agreement between you and us, any equipment, terminals or machinery provided by us but not developed by SecureNet, is being licensed or purchased 
by you directly from the manufacturer or developer of such machinery or Intellectual Property. You acknowledge that the license granted herein is limited 
to your own use exclusively and that you do not have the right to sub-license any of the Intellectual Property in either their original or modified form. You 
agree that you will not reverse-engineer, disassemble or decompile the Intellectual Property. Merchant shall not give any third party, except Merchant’s 
employees, access to the Intellectual Property without our prior written consent. Merchant’s obligations under this Section 15.1 shall survive the termina-
tion of this Agreement. 

15.2 Infringement Warranty. 

We represent and warrant that your use of the Intellectual Property as contemplated by this Agreement does not violate any copyright, patent, trade 
secret, or trademarks of any person. We will defend (or settle) at our own expense any and all claims that the above items infringe a trademark, copy-
right, trade secret, or patent, if you give us prompt notice of any such claim or lawsuit against you relating to the Intellectual Property. If your use of 
the Intellectual Property is prevented by any legal process, we will procure for you the right to continue to use the Intellectual Property, or modify the 
Intellectual Property so that it is no longer infringing, or replace the Intellectual Property with non-infringing Intellectual Property of equal or superior 
functional capability. 

16. Miscellaneous. 

16.1 Taxes. 

You agree to pay any taxes imposed on the services, Equipment and Intellectual Property provided under this Agreement, and you authorize us to 
increase the amount of your payment to reflect any and all assessments or increases in the sales, use, occupational, property, lease or other taxes 
imposed on such sale or lease of services or Intellectual Property. 

16.2 Application and Credit Check. 

All statements made on your Application for this Agreement are true as of the date of your execution of this Agreement. Your signature on this Agreement 
authorizes us to perform any credit check deemed necessary of Merchant and its principals and guarantors. 

16.3 Section Headings. 

The section headings of this Agreement are for convenience only and do not define, limit or describe the scope or intent of this Agreement. 

16.4 Assignment. 

We may assign this Agreement without notice and without your prior written consent.  You cannot assign or transfer your rights or delegate your respon-
sibilities under this Agreement without our prior written consent.

16.5 Parties. 

This Agreement binds you and us and our respective heirs, representatives, successors (including those by merger and acquisition) and permitted 
assigns. You represent and warrant that your execution of and performance under this Agreement (i) in no way breaches, contravenes, violates or in 
any manner conflicts with any of your other legal obligations, including, without limitation, your corporate charter or similar document or any agreement 
between you and any third party; and (ii) has been duly authorized by all necessary action and does not require any consent or other action by or in 
respect of any third party and that the person signing this Agreement on your behalf is duly authorized to do so. In providing services to you, we will 
not be acting in the capacity of your agent, partner, or joint venturer, and we are acting as an independent contractor. Each party agrees that the other 
party may publicly disclose, through press releases or otherwise, the existence of the business relationship that is the subject of this Agreement. Any 
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such disclosure may identify the parties by name but shall not, without the prior written consent of the non-disclosing party, include any of the terms of 
this Agreement. 

16.6 Severability. 

Should any provision of this Agreement be determined to be invalid or unenforceable under any law, rule or regulation, such determination will not affect 
the validity or enforceability of any other provision of this Agreement. 

16.7 Waivers. 

No term or condition of this Agreement may be waived unless both parties sign a written waiver. 

16.8 Entire Agreement. 

The Association Rules, Operating Guide and/or Operating Procedures (as such may be hereafter amended, modified or updated), and all schedules, 
and attachments to this Agreement are made a part of this Agreement for all purposes.  This Agreement represents the entire understanding between 
Merchant and SecureNet with respect to the matters contained herein.  This Agreement shall prevail over the terms of any agreement governing the 
bank account.  

16.9 Notices. 

Except as otherwise provided in this Agreement, all notices must be given in writing and either hand delivered, faxed, or mailed first class, postage 
prepaid (and deemed to be delivered when mailed) to the addresses set forth below or to such other address as either party may from time to time 
specify to the other party in writing. 

16.10 Governing Law; Waiver of Jury Trial; Arbitration. 

This Agreement will be governed by and construed in accordance with the laws of the State of Maryland without reference to conflict of law provisions. 
Any action, proceeding, arbitration or mediation relating to or arising from this Agreement must be brought, held, or otherwise occur in the federal judicial 
district that includes Montgomery County, Rockville, Maryland. PLEASE READ THIS PROVISION CAREFULLY. IT PROVIDES THAT ANY DISPUTE 
MAY BE RESOLVED BY BINDING ARBITRATION. ARBITRATION REPLACES THE RIGHT TO GO TO COURT, INCLUDING THE RIGHT TO A JURY 
AND THE RIGHT TO PARTICIPATE IN A CLASS ACTION OR SIMILAR PROCEEDING. Any claim, dispute or controversy (“Claim”) by either you or 
SecureNet against the other, or against the employees, agents, parents, subsidiaries, affiliates, beneficiaries, agents or assigns of the other, arising 
from or relating in any way to this Agreement or to our relationship, including Claims regarding the applicability of this arbitration clause or the validity 
of the entire Agreement, shall be resolved exclusively and finally by binding arbitration administered by the National Arbitration Forum, under its Code 
of Procedure in effect at the time the Claim is filed, except as otherwise provided below. All Claims are subject to arbitration, no matter what theory they 
are based on or what remedy they seek. This includes Claims based on contract, tort (including intentional tort), fraud, agency, your or our negligence, 
statutory or regulatory provisions, or any other sources of law. Claims and remedies sought as part of a class action, private attorney general or other 
representative action are subject to arbitration on an individual (non-class, non-representative) basis, and the arbitrator may award relief only on an 
individual (non-class, non-representative) basis. You and SecureNet will agree on another arbitration forum if the National Arbitration Forum ceases 
operations. The arbitration will be conducted before a single arbitrator and will be limited solely to the Claim between you and us. The arbitration, or any 
portion of it, will not be consolidated with any other arbitration and will not be conducted on a class-wide or class action basis. If either party prevails in 
the arbitration of any Claim against the other, the non- prevailing party will reimburse the prevailing party for any fees it paid to the National Arbitration 
Forum in connection with the arbitration, as well as for any reasonable attorneys’ fees incurred by the prevailing party in connection with such arbitration. 
Any decision rendered in such arbitration proceedings will be final and binding on the parties, and judgment may be entered in a court of competent 
jurisdiction. Rules and forms of the National Arbitration Forum may be obtained and Claims may be filed at any National Arbitration Forum office, www.
arb-forum.com, or P.O. Box 50191, Minneapolis, Minnesota 55405, telephone 1-800-474-2371. Any arbitration hearing at which you appear will take 
place at a location within the federal judicial district that includes Rockville, Maryland. This arbitration agreement is made pursuant to a transaction 
involving interstate commerce, and shall be governed by the Federal Arbitration Act, 9 U.S.C. §§ 1-16. This arbitration agreement applies to all Claims 
now in existence or that may arise in the future. Nothing in this agreement shall be construed to prevent any party’s use of (or advancement of any 
Claims, defenses or offsets in) bankruptcy or repossession, replevin, judicial foreclosure or any other prejudgment or provisional remedy relating to any 
collateral, security or other property interests for contractual debts now or hereafter owed by either party to the other. IN THE ABSENCE OF THIS AR-
BITRATION AGREEMENT, YOU AND WE MAY OTHERWISE HAVE HAD A RIGHT OR OPPORTUNITY TO LITIGATE CLAIMS THROUGH A COURT 
BEFORE A JUDGE OR A JURY, AND/OR TO PARTICIPATE OR BE REPRESENTED IN LITIGATION FILED IN COURT BY OTHERS (INCLUDING 
CLASS ACTIONS), BUT EXCEPT AS OTHERWISE PROVIDED ABOVE, THOSE RIGHTS, INCLUDING ANY RIGHT TO A JURY TRIAL, ARE WAIVED 
AND ALL CLAIMS MUST NOW BE RESOLVED THROUGH ARBITRATION. 

16.11 Force Majeure. 

Neither party will be liable for delays in processing or other nonperformance caused by such events as fires, telecommunications or utility or power 
failures, equipment failures, labor strife, riots, war, nonperformance of our vendors or suppliers, acts of God, or other causes over which the respective 
party has no reasonable control, except that nothing in this Section 16.11 will affect or excuse your liabilities and obligations for Chargebacks, refunds 
or unfulfilled products and services. 

17. Definitions. 

17.1 Application is your statement of your financial condition and the characteristics of account that you have submitted to us on the cover pages of this 
Agreement and related information, to induce us to enter into this Agreement with you and that has induced us to process your Card transactions under 
the terms and conditions of this Agreement. 

17.2 Association is a group of Card issuer banks and debit networks that facilitates the use of payment cards, such as the systems operated by Mas-
terCard International, Inc. and Visa, Inc. Association Rules are the bylaws, rules, and regulations, as they exist from time to time, of the Associations. 

17.3 Card is both the plastic card or other evidence of the account and the account number, issued by a Card issuer to the Cardholder, either of which 
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you accept from your customers as payment for their purchases from you, such as debit and credit cards issued byMasterCard, Visa, Diners and JCB 
or such other payment card as we may hereafter agree. 

17.4 Cardholder is the person to whom the Card is issued and who is entitled to use the Card. 

17.5 Chargeback is a reversal of a Card sale you previously presented pursuant to Association Rules. 

17.6 Merchant, “you” and “your” is the Merchant identified in the Application on the cover page of the Agreement. 

17.7 SecureNet, “we” and “our” and “us” is SecureNet LLC, a Maryland limited liability company, having its principal office at 6011 Executive Blvd, 
Rockville, MD 20852, and is a member of Visa and MasterCard. 

17.8 Retrieval Request is a request for information by a Cardholder or Card issuer relating to a claim or complaint concerning a Card sale you have 
made. 

17.9 Sales Data is the evidence and electronic record of a sale or lease transaction representing payment by use of a Card or of a refund/credit to a 
Cardholder. 

17.10 T&E Card is a travel and entertainment Card issued by American Express, Novus/Discover, Carte Blanche, Diner’s Club, or such other T&E Card 
for which we may agree to accept submissions in the future. 

PERSONAL GUARANTY 

To induce SecureNet to enter into the foregoing Agreement (as the same may hereafter be renewed, modified, extended or amended, the “Agreement”), 
and for other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the guarantors named on the cover page 
of the Agreement (each a “Guarantor” and collectively, the “Guarantors”) jointly and severally, irrevocably and unconditionally guarantee to SecureNet 
LLC (“SecureNet”) and its successors and assigns the due and punctual payment of the “Indebtedness” (hereinafter defined). As used herein, the term 
“Indebtedness” means all indebtedness, obligations and liabilities of the merchant identified on the cover page of the Agreement (“Merchant”) to Se-
cureNet at any time created or arising, including but not limited to all indebtedness, obligations and liabilities of Merchant arising under the Agreement. 
This Personal Guaranty is a guaranty of payment and not a guaranty of collection. Each Guarantor agrees that he or she is liable for the Indebtedness 
as primary obligor. SecureNet may proceed against one or more Guarantors whether or not SecureNet proceeds against Merchant, any other obligors, 
or any collateral securing the Indebtedness. This Personal Guaranty may not be revoked by any Guarantor and shall continue to be effective with respect 
to any Indebtedness arising or created after any attempted revocation. Each Guarantor acknowledges that he or she is a principal owner of Merchant’s 
business and will benefit from the services and financial accommodation provided by SecureNet to Merchant’s business. Each Guarantor is familiar with, 
and has independently reviewed books and records regarding, the financial condition of Merchant and is familiar with the value of any and all collateral 
intended to be created as security for the payment of the Indebtedness. However, no Guarantor is relying on such financial condition or collateral, includ-
ing but not limited to the Merchant’s Reserve Account (if any), as an inducement to enter into this Personal Guaranty. The obligations of each Guarantor 
hereunder shall be enforceable irrespective of the validity, legality or enforceability of Merchant’s obligations (including, without limitation, the expiration 
of any applicable limitations period) and shall not in any way be affected by or conditional upon (i) any action taken under the Agreement or the exercise 
of any right or power thereby conferred; (ii) the bankruptcy or similar proceedings involving or affecting Merchant; (iii) any assignment, modification, 
alteration, or amendment of, or addition to, the Agreement whether with or without such Guarantor’s knowledge or consent; (iv) any renewal, extension, 
increase, modification, alteration or rearrangement of all or any part of the Indebtedness; (v) any adjustment, indulgence, forbearance or compromise 
that might be granted by SecureNet to Merchant or any Guarantor; or (vi) any other action, inaction or circumstance whatsoever (with or without notice 
to or knowledge of or consent by such Guarantor) that may in any manner vary the risks of such Guarantor or might otherwise constitute a legal or 
equitable defense or discharge of any surety or guarantor. The Guarantor hereby waives all defenses based on occurrences of the types described in 
clauses (i) through (vi) above. 

Guarantors authorize SecureNet, from time to time, without notice or demand and without affecting their liability hereunder, to (i) renew, compromise, 
extend, accelerate or otherwise change the time for payment of, or otherwise change the terms of, the Indebtedness or the Agreement; (ii) take and 
hold security for the payment of the Indebtedness or this Personal Guaranty, and exchange, enforce, waive and release any such security, or take ad-
ditional security; (iii) apply such security or the proceeds thereof in such order or manner as SecureNet, in its discretion, may determine; (iv) release, in 
whole or in part, Merchant or any Guarantor from liability for the payment of the Guaranteed Debt; (v) substitute any one or more of the Guarantors or 
acquire additional guarantors, and (vi) to obtain and review such information (including, without limitation, the reports of any consumer credit bureau) as 
SecureNet may deem necessary to confirm Guarantors’ creditworthiness. 

Guarantors hereby waive notice of (i) the incurrence by Merchant of any Indebtedness; (ii) acceptance of this Personal Guaranty Agreement; (iii) any 
renewal, modification, extension or amendment of the Agreement or of any other instrument or document pertaining to all or any part of the Indebted-
ness; (iv) the occurrence of any breach or default under the Agreement; (v) SecureNet’s transfer or disposition of the Indebtedness, or any part thereof; 
(vi) sale or foreclosure (or posting or advertising for sale or foreclosure) of any collateral for the Indebtedness; (vii) protest, proof of non-payment or 
default by Merchant; and (viii) any other action at any time taken or omitted by SecureNet. Guarantors hereby waive all presentments; demands for 
performance or payment; protests; notices of protest, nonperformance, dishonor, default and non-payment; and all other notices or formalities. This 
Personal Guaranty shall be binding on, and inure to the benefit of, the parties hereto and their respective heirs, administrators, legal representatives, 
successors and assigns. Guarantors may not, without the prior written consent of SecureNet, assign any of their rights, powers, duties or obligations 
hereunder. Guarantors jointly and severally agree to pay reasonable attorneys’ fees and all other costs and expenses which may be incurred by Se-
cureNet in the enforcement of this Personal Guaranty. SecureNet’s rights hereunder shall be cumulative of any and all other rights that SecureNet may 
have against Guarantors. 
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SECURENET LLC - MERCHANT OPERATING GUIDE 

GENERAL RULES APPLICABLE TO ALL TRANSACTIONS 

1. Acceptance of Cards. 

1.1 In offering payment options to your customers, you may elect any one of the following options: 

• Accept all types of Visa and MasterCard Cards – including consumer credit and debit/check cards, and commercial credit and debit/check 
cards. 

• Accept only Visa and MasterCard credit cards and commercial cards. Those merchants choosing this option will accept all consumer credit 
cards (but not consumer debit/check cards) and all commercial card products, including business debit/check cards. 

• Accept only Visa and MasterCard consumer debit/check cards. Those merchants choosing this option will accept all consumer debit/check 
card products (but not business debit/check cards) and will not accept any kind of credit cards (consumer or business). 

The acceptance options above apply only to domestic transactions and, as such, they do not apply to Visa or MasterCard Cards issued by non-U.S. 
banks. In other words, if your customer presents a Visa or MasterCard Card issued from a European or Asian bank, for example, you must accept that 
card just as you would any other card (provided you receive a valid authorization and confirm the identity of the cardholder with a signature or otherwise, 
etc.), regardless of the acceptance option choice you have made and even if you have elected not to accept that type of Card from U.S. issuers. 

1.2 If you choose to limit the types of Cards you accept, the following rules apply to you: 

• You must display appropriate signage to indicate acceptance of the limited acceptance category you have selected (that is, accept only debit/
check card products or only credit and commercial products). 

• If you elect limited acceptance, any Sales Data submitted into interchange outside of the selected product category will be assessed the 
standard interchange fee applicable to that card product and may also have additional fees/surcharges assessed. 

2. Authorization/Approval Codes. 

2.1 All sales require an authorization/approval code. You must request an authorization/approval code for the total amount of the transaction. 

2.2 An authorization/approval code indicates the availability of credit on the Card at the time of inquiry. It is not a promise or a guarantee that you will 
receive payment for the related transaction. It does not warrant that the person presenting the card is the rightful Cardholder. 

3. Refunds/Credits. 

3.1 You shall complete a credit for the total amount of the refund and identify the merchandise being returned and any shipping and handling charges 
being returned. You shall imprint or record the credit voucher with the same card used to make the original purchase. For retail transactions, the credit 
voucher must be dated and signed by the Cardholder and the appropriate copy provided to the customer. Cash refunds should never be issued for 
Card sales. If you fail to follow these procedures, you may be unable to rebut a chargeback from the consumer for failure to issue a refund (even if you 
actually gave the refund by cash or check). 

3.2 Paperwork is not necessary for an even exchange. For an uneven exchange, complete a credit for the total amount of the merchandise being 
returned and complete a new sales transaction for any new merchandise purchased. 

3.3 You shall not process a Credit without having completed a previous purchase transaction with the same Cardholder. 

4. Processing of Sales and Credit Transactions. 

4.1 You must submit Sales Data (including credit vouchers) to us on or before the next business day after the date of the transaction. Late submission 
of Sales Data may result in higher Association fees and/or a chargeback to you. 

4.2 You must not submit sales slips for payment until the goods are delivered, shipped, or the services are performed (except as otherwise provided in 
the Merchant Agreement, and only if you have notified us that you are doing so on your application or otherwise in advance). If the Cardholder disputes 
being charged for merchandise or services before receiving them, the result will be a chargeback to you. We may from time to time contact customers 
to verify that they have received goods or services for which sales transactions have been submitted. 

4.3 You shall not present for processing any transaction that was not originated as a result of an act directly between the Cardholder and you. You shall 
not present for processing any transaction you know or should have known to be (i) fraudulent or (ii) not authorized by the Cardholder. You shall be 
responsible for the actions of your employees while acting in your employ. 

4.4 The collection and payment of all federal, state and local taxes is your responsibility. Taxes collected shall be included in the total transaction amount 
and not collected separately as cash. 

5. Chargebacks. 

The term “Chargeback” refers to the debiting of your bank account or withholding of settlement funds for all or part of the amount of a particular sale, as 
provided in the Merchant Agreement. There may be a chargeback under any of the following circumstances, or as the Association Rules and operational 
requirements dictate from time to time. Consequently, additions and/or deletions to this list may occur. • Cardholder account number is incorrect or 
otherwise invalid. 

• Authorization/approval code was not received or other required authorization was not obtained. 
• Authorization/approval code but not for exact amount or wrong transaction date. • Cardholder never received merchandise/service requested.
• Cardholder’s refund/credit was processed as a sale. 
• Sales transaction was for an incorrect amount. 
• Cardholder was charged incorrectly. 



Page 9
Merchant Terms and Conditions, Rev. 10 (August 30, 2010)

• Cardholder was never credited for returned merchandise or a canceled order. 
• Card was expired, counterfeit, altered, or invalid at time of sale. 
• Cardholder’s sales transaction was deposited more than once. 
• Cardholder did not authorize or consent to the transaction. 
• Signature on the sales slip does not reasonably match the signature on the Card. 
• Card was not imprinted or magnetic strip was not swiped through a terminal. Even if an electronic terminal is used, an imprint of the Card must 

be taken if the Card was not authorized through the terminal or was manually keyed into the terminal. 
• Authorization/approval code is invalid. 
• Sales slip was not signed by the Cardholder unless it was a mail order, telephone order or pre-authorized order in compliance with the Agree-

ment and authorized by the Cardholder and indicated as such on the order. 
• Cardholder asserts any disputes, claim, counterclaim, defense or offset against you. 
• Sales slip or Sales Data or any material information thereon is illegible, incomplete, inaccurate or unsigned, or is not delivered to us within 

the required time limits. 
• Sales slip or Sales Data is fraudulent or does not represent a bona fide transaction in the ordinary course of your business, or is subject to 

any claim of illegality, negligence, dishonesty or offset. 
• You have failed to provide copies of sales drafts requested by us (retrieval request) within the prescribed time period. 
• Suspicious transaction or fraudulent transaction. 

6. Disputing Chargebacks. 

If you have reason to dispute or respond to a chargeback, then you must do so by the date provided by us on our report to you. We are not required 
to investigate, reverse or make any adjustment to any chargeback when thirty (30) calendar days have elapsed from the date of the chargeback. All 
responses to chargebacks must be in writing, and must contain the following information: 

• Date of Debit/Credit advice 
• Company case number 
• Total amount of chargeback • Date and dollar amount in which the sale/credit was originally submitted 
• If known, the date and authorization approval code 
• Any supporting documentation to substantiate claim. You should include a dated cover letter detailing reasons for requesting a review of the 

chargeback. You should retain a copy of the correspondence and all documentation for files. You should retain proof that we received your 
response. 

Specialized Rules for RETAIL TRANSACTIONS 

1. Presentation of Cards. 

1.1 You or your employee must examine each Card presented to determine that the Card presented is valid and has not expired by the terms on its face. 
You must exercise reasonable diligence to determine that the authorized signature on any Card presented corresponds to the Cardholder’s signature 
on the transaction sales ticket. You must not honor expired, invalid, altered, counterfeit, or revoked Cards nor any Card presented by any person other 
than the proper Cardholder as evidenced by the authorized signature on the Card. WE IN OUR SOLE DISCRETION MAY DECLINE AT ANY TIME OR 
FROM TIME TO TIME TO PROCESS ANY SALES DATA THAT DOES NOT INCLUDE THE ACTUAL SIGNATURE OF A CARDHOLDER, EVEN IF THE 
CARDHOLDER’S CONSENT OR INSTRUCTIONS HAVE BEEN OBTAINED BY TELEPHONE OR BY MAIL. 

1.2 A Cardholder may authorize another person to use his or her Card for purchases, provided the user’s signature appears on the back of the Card. The 
signature on the back must match the one on the sales slip. If the Card is not signed, in addition to requesting an Authorization, you may review positive 
identification as allowed by local and state law, such as a passport or driver’s license, to confirm that the user is the Cardholder, record the information 
and require the Cardholder to sign the signature panel of the Card prior to completing the transaction. 

1.3 In order to protect yourself, you must never complete a transaction if the customer does not present his or her Card or if you cannot obtain an 
electronic swipe record or physical imprint of the Card (this includes mail, telephone and Internet orders). If you elect to do so, you will be deemed to 
warrant the identity of the purchaser as the authorized holder of the Card, and if the Cardholder later denies making the purchase, you will not be able 
to rebut the chargeback. 

2. Completion of Sales Transaction. 

2.1 You must use a suitable imprinter to legibly imprint Cards on Sales Data or, capture the information from the Card by electronic data capture. A 
photocopy of the Card is not an acceptable substitute for an imprint. If the account number is manually keyed into the terminal, you must imprint the 
Card. Your name, location, city and state must match the Merchant plate on the imprinter. You must notify us of any changes to the information on the 
Merchant plate. You must use one sales slip for all goods and services sold in the same transaction. In addition to having the Cardholder sign the sales 
slip, the sales date and dollar amounts and other information must be clearly written or printed on the sales slip or captured by an electronic device. A 
brief description of the goods sold or service rendered must be provided on the sales slip. 

2.2 Authorization/approval code numbers shall be clearly recorded in the appropriate place on the sales slip. Never circle or underline any information 
on the sales slip. 

2.3 Every sales slip and credit voucher must be imprinted (or printed from electronic draft capture equipment) with the Cardholder’s account number and 
Merchant name. For mail, telephone and pre- authorized orders, all information that would normally be imprinted from a Card must be clearly written in 
the appropriate areas on the order or sales slip. “Mail Order” or “Phone Order” should be written on the signature line of the sales draft. 

2.4 You will require the cardholder to sign the sales slip in your presence. You will give the customer a true and completed copy of the sales slip or 
appropriate facsimile. If the Cardholder’s copy of the sales slip or credit voucher is printed from electronic draft capture equipment/terminal, it must 
contain no more than the last four digits of Cardholder’s account number. 2.5 You shall not require Cardholders to provide any personal information as a 
condition for honoring Cards unless otherwise required by the Association rules. Personal information includes but is not limited to a home or business 
telephone number, a home or business address, a social security number, or a photocopy of a driver’s license. 
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2.6 You shall not retain or store magnetic-stripe data after the authorization of a transaction, except as required to complete the transmission of such 
data to us. 

3. Authorization/Approval Codes. 

3.1 If so directed by a Card issuer or other entity from whom authorization is requested, you shall attempt to retain the Card by reasonable and peaceful 
means, notify us of the recovery of the Card, and ask for further instructions. 

3.2 If you are suspicious of the transaction for any reason at all, you should contact the Voice Authorization Center, state to the authorization clerk “This 
is Code Ten” and await instructions. 

4. Forgeries/Counterfeit Cards. 

You should examine all notices received from us or from Visa or MasterCard or other credit card associations to help you determine whether a Card 
presented is counterfeit. You should attempt to retain the Card while making an authorization request and then match the signature on the card with the 
one on the sales slip. You should compare the embossed account number on the Card to the account number printed on the receipt or displayed on 
the terminal. You should examine each Card to see if it looks genuine. You should use your best efforts to recover any Card if (i) the printed four digits 
above the embossed account number do not match the account number, if applicable, (ii) you are advised by us or authorization center to retain it, or 
(iii) you have reasonable grounds to believe such Card is counterfeit, fraudulent or stolen. You shall be solely responsible for your actions in recovering/
retaining Cards. 

5. Limiting Customer Refunds and Exchanges (Credits) – Retail Only 

You may limit your acceptance of returned merchandise or establish a policy to make price adjustments for any transactions provided that proper disclo-
sure is made and purchased goods or services are delivered to the Cardholder at the time the transaction takes place. Proper disclosure by you shall be 
determined to have been given at the time of the transaction if the following words or similar wording reflecting your policy is legibly printed on all copies 
of the Sales Draft, in letters approximately .25 inch high and in close proximity to the space provided for the Cardholder’s signature: “NO REFUND,” or 
“EXCHANGE ONLY,” or “IN-STORE CREDIT ONLY.” 

6. Travel and Entertainment Services. 

At your option and as specified in the applicable sections of this Operating Guide, Travel & Entertainment Merchants may participate in one or more of 
the following Travel & Entertainment Services: 

• Reservation Service 
• Advance Lodging Service 
• Priority Check-Out Service 

Any Merchant participating in any of the above services must do so in accordance with the following requirements. 

6.1 Reservations Services. 

Merchants operating lodging establishments and enrolled in the Guaranteed Reservations Services shall institute and comply with the procedures as 
they are listed here and as they are amended from time to time by Visa and MasterCard: 

6.1.1 Reservation Procedures. 

When a Cardholder makes a reservation for accommodations at a lodging establishment of yours whether directly with you or otherwise and the 
Cardholder requires that the accommodations be guaranteed, you shall obtain the Cardholder’s name, credit card account number and expiration date, 
the Cardholder’s name as it appears on the card, billing address, and phone number. You shall inform the Cardholder of your responsibilities and the 
Cardholder’s obligations under the Reservation Services as follows: 

• Guaranteed accommodations will be held until check-out time the day following the scheduled arrival unless canceled by the Cancellation 
Date. If the Cardholder has not claimed the guaranteed reservation or canceled it by the Cancellation Deadline, you may bill the Cardholder 
for one night’s lodging, plus tax. 

• You will tell the Cardholder the location of your lodging establishment. The rate of the reserved accommodations plus tax must be quoted 
and a confirmation number provided to the Cardholder. The Cardholder must be told to keep the confirmation number for future reference. 

6.1.2 Cancellation Procedures. 

You may establish your own Cancellation Deadline. Ordinarily, the Cancellation Deadline is 6 p.m. on the scheduled arrival date. For establishments 
requiring cancellation prior to 6 p.m. on the scheduled arrival date, the Cancellation Deadline shall not exceed 72 hours prior to the scheduled arrival 
date. If the reservation is made within 72 hours of the intended arrival, the Cancellation Deadline must be 6 p.m. establishment time on the date of arrival. 
If requested by the Cardholder, you shall provide a written confirmation of the reservation, including the Cardholder’s account number and the provisions 
of the credit card Reservations Services related to the accommodations reserved, to the Cardholder. In all cases where you require cancellation prior to 6 
p.m. establishment time on the scheduled arrival date, you shall provide written notice of the specific Cancellation Deadline to the Cardholder. You shall 
accept all cancellation requests from Cardholders, provided the cancellation request is made prior to the Cancellation Deadline. You shall provide to the 
Cardholder a cancellation number and advise the Cardholder that it should be retained for future reference. If requested, you shall provide to Cardholder 
written verification of the cancellation, including the Cardholder’s name, credit card account number, expiration date, the cancellation number, and 
location of the accommodations canceled. 

6.1.2 Scheduled Reservation Date Procedures.

If accommodations reserved under the Reservations Services have not been claimed or canceled prior to the Cancellation Deadline, you shall pre- 
register the Cardholder and assign specific room(s) in accordance with the reservation. If the Cardholder does not claim the accommodations by check-
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out time the day following scheduled arrival and does not cancel the accommodations by the Cancellation Deadline, you may deposit a handwritten 
or typed credit card sales draft by indicating the Cardholder’s credit card account number, expiration date, name embossed on the card, room number 
reserved, and the words “No-Show” on the Cardholder signature line for the amount of one night’s lodging plus applicable tax as quoted to the Card-
holder when the reservation was made. You shall follow authorization procedures as provided by us. 

6.1.3 Alternate Accommodations.

If accommodations that were guaranteed under the Reservations Services are unavailable when the Cardholder arrives, you shall provide the Card-
holder with at least comparable accommodations at a comparable establishment for one night’s lodging at no charge to the Cardholder. In addition, you 
shall provide the Cardholder transportation to the alternate establishment and, if requested, forward all communications to Cardholder to the alternate 
hotel and provide a three- minute telephone call to the Cardholder, all at no charge. 

6.2 Advance Lodging Service. 

Merchants operating lodging establishments and enrolled in the Advance Lodging Deposit Service shall institute and comply with following procedures 
as they are listed here and as they are amended from time to time by Visa and MasterCard. 

6.2.1 Reservation Procedures. 

You shall accept all Cards for advance deposit when the Advance Lodging Deposit Service is agreed to by the Cardholder. The amount of the Advance 
Lodging Deposit Transaction must not exceed the cost of fourteen nights of accommodations or the intended length of the stay, whichever is the least of 
the two. You shall inform the Cardholder of the Advance Deposit Requirements and the cancellation policy requirements. You shall inform the Cardholder 
that the accommodations will be held for the number of nights used to determine the amount of the Advance Lodging Deposit. You shall obtain the 
Cardholder’s account number, Card expiration date, the name embossed on the Card, telephone number, mailing address, scheduled date of arrival and 
the intended length of stay. Any changes in the reservation made by the Cardholder must be provided to the Cardholder in writing at the Cardholder’s 
request. You shall provide the Cardholder with a confirmation number and advise the Cardholder that the number must be retained. You shall inform the 
Cardholder that if the Cardholder has not checked in by check-out time following the last night of accommodations used to determine the amount of the 
Advance Lodging Deposit or if the reservation was not canceled by the specified time and date, the Cardholder will forfeit the Advance Lodging Deposit. 
You shall complete a Sales Draft for the amount of the Advance Deposit. The Sales Draft shall include the words “Advance Deposit” on the signature 
line, the Cardholder account number, expiration date and the name embossed on the Card, the Cardholder’s telephone number and mailing address, 
the confirmation number and scheduled check-in date, and the date and time the cancellation privileges expire without forfeiture of the Deposit if the 
accommodations are not used. You shall authorize the Advance Deposit in the same manner as other Lodging transactions. Mail the Cardholder copy 
of the Transaction to the Cardholder within three business days from the Transaction Date and deposit the Sales Draft as other Lodging Transactions. 

6.2.2 Cancellation Procedures. 

You shall accept all cancellation requests from Cardholders provided the cancellation request is made prior to the specified cancellation date and time. 
You shall provide a cancellation number and advise Cardholder to retain the number for future reference. You shall process a Credit for the entire amount 
of the Advance Deposit, which shall include the words “Advance Deposit” on the Credit Slip, the Cardholder account number, the Card expiration date, 
the name embossed on the Card, the Cardholder’s mailing address and the cancellation code. You shall mail the Cardholder copy to the Cardholder 
within three business days from the Transaction Date. 

6.2.3 Alternate Accommodations. 

If accommodations that were guaranteed under the Advance Lodging Service are unavailable when the Cardholder arrives, you shall complete and 
deliver a Credit Slip for the entire amount of the Advance Lodging Deposit. In addition, you shall provide the Cardholder with at least comparable accom-
modations at a comparable establishment for the number of nights used to determine the Advance Lodging amount, not to exceed fourteen nights or 
until the reserved accommodations are made available at the original establishment, whichever comes first. In addition, you shall provide the Cardholder 
transportation to the alternate establishment and, if requested, transportation to and from the alternate establishment must be provided on a daily basis. 
You shall forward all communications to Cardholder to the alternate hotel and provide two three-minute telephone calls to the Cardholder, all at no 
charge. 6.3 Priority Check-Out Service. Merchants operating lodging establishments and enrolled in the Priority Check-Out Service shall institute and 
comply with following procedures as they are listed here and as they are amended from time to time by Visa and MasterCard. You shall accept all Cards 
when a Cardholder requests the Priority Check-Out Service. You shall provide Cardholder with a Priority Check-Out Agreement which must contain, but 
is not limited to, the Cardholder account number, your name, location and telephone number, departure date of the Cardholder, Guest name and room 
number, a statement authorizing you to charge the designated Cardholder for the amount of the bill and to deposit the Sales Draft without the Cardholder 
signature and a legend identifying the Cardholder’s request for specific billing receipts, including the name and address to whom the receipts are to be 
mailed. You shall inform the Cardholder that the Priority Check-Out Agreement must be complete and signed; the mailing address must be completed to 
receive a copy of the hotel bill supporting the final transaction amount. You shall ensure the account number on the completed Priority Check-Out Agree-
ment matches the Cardholder account number imprinted on the Sales Draft. You shall complete the Sales Draft and write the words “Priority Check-Out” 
on the signature line. You shall follow normal Lodging authorization procedures. You shall mail a completed Sales Draft, itemized hotel bill, and signed 
Priority Check-Out agreement to the Cardholder within three business days of the Cardholder’s departure. You shall maintain the itemized hotel bill and 
all supporting documentation for a minimum of six months from the Transaction Date. 

Specialized Rules for MAIL ORDER, TELEPHONE ORDER, AND INTERNET TRANSACTIONS 

1. Completion of Sales. 

1.1 You must submit one Sales Data record for all goods and services sold in the same transaction. The collection and payment of all federal, state 
and local taxes is your responsibility. Taxes collected shall be included in the total transaction amount and not collected separately by another form of 
payment. 

1.2 All available information about the sale, including handling and shipping charges, must be accurately recorded. You are responsible for determining 
that the purchaser is the person whose name appears as the Cardholder. If an account number is transposed into an invalid or inappropriate account 
number, the sale will result in a chargeback. 
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1.3 You will provide to the customer a true and completed record of the sale. 

1.4 If you are authorized by us to accept Cards for mail, telephone and pre-authorized orders, all available information, including handling and shipping 
charges, must be accurately recorded. You are responsible for assuring (i) that the purchaser is the person whose name appears as the Cardholder’s 
on the order, and (ii) the Card number is correct. If not, the sale may result in a chargeback. 

2. Refunds and Exchanges (Credits) – Card-not-Present Transactions Only. 

You may limit your acceptance of returned merchandise or establish a policy to make price adjustments for any transactions. If your refund policy pro-
hibits returns under certain circumstances, you may still receive a chargeback relating to such sales pursuant to the Association rules and regulations. 

3. Recurring Transactions. 

For recurring transactions, you must obtain a written request from the Cardholder for the goods and services to be charged to the Cardholder’s account, 
specifying the frequency of the recurring charge and the duration of time during which such charges may be made. You will not complete any recurring 
transaction after receiving: (i) a cancellation notice from the Cardholder; (ii) notice from SecureNet or an Association; or (iii) an authorization/approval 
code that the Card is not to be honored. You must include in your Sales Data the electronic indicator that the transaction is a recurring transaction. 

4. Data Security and Privacy; Visa’s Cardholder Information Security Program. 

4.1 You agree to post and maintain on all Merchant Web sites both your consumer data privacy policy (which must comply with all Association regula-
tions, rules and guidelines) and your method of transaction security. 

4.2 You may not retain or store CVV2/CVC2 data subsequent to the authorization. 

4.3. You must comply with Visa’s Cardholder Information Security Program (“CISP”). Pursuant to CISP, you must: 

• install and maintain a working network firewall to protect data accessible via the Internet 
• keep security patches up-to-date 
• encrypt stored data and data sent over open networks 
• use and update anti-virus software 
• restrict access to data by business “need-to-know” 
• assign a unique ID to each person with computer access to data 
• not use vendor-supplied defaults for system passwords and other security parameters 
• track access to data by unique ID 
• regularly test security systems and processes 
• maintain a policy that addresses information security for employees and contractors; and 
• restrict physical access to cardholder information. When outsourcing administration of information assets, networks or data you must retain 

legal control of proprietary information and use limited “need-to-know” access to such assets, networks or data. Further, you must reference 
the protection of cardholder information and compliance with the Visa CISP Rules in contracts with other service providers. 

4.4 The Visa and MasterCard rules provide that Cardholder information and transaction data is owned by the Associations, the card issuer and the 
Cardholder. SecureNet also asserts some ownership rights in the data to the extent it belongs to the MasterCard or Visa system. 

4.5 You will not use any Card or Cardholder information other than for the sole purpose of completing the transaction authorized by the customer for 
which the information was provided to you, or as specifically allowed by Association Rules, or required by law. SecureNet or any Association may inspect 
Merchant’s premises and computers, and the premises and computers of any company the Merchant has contracted with, for the purposes of verifying 
that Cardholder information is securely stored and processed, and is not used for any purpose other than processing the transactions to which it relates. 


